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Chapter 1
Why Do Errors Develop in the Registry?

The purpose of registry is to hold data related to every single command that you ever gave to your computer. This also involves all the deleted, moved or removed files. The registry of a brand new computer is clean and organized but as the computer gets old the size of the registry grows since more data is constantly being added to the registry. Due to this continuous addition of data, the registry gets cluttered with unused references. Moreover the entries related to deleted files also lead to disordered registry. Within six months to one year of computer usage, you may start experiencing low speed or several other runtime or DLL errors.

Now you might ask as to why these errors develop n the first place? Some of the main reasons for this are:

1. Registry is designed to hold data about every single program you have ever downloaded, installed or uninstalled, every single hardware that you have ever connected to your computer such as printer, USB modem, Internet Modem, camera or any other gadget, every audio, video or gaming driver you have ever installed or uninstalled. This is the way registry is designed and in a sense this flaw in the design of registry is the primary cause for error accumulation. As you can see from above, most of these settings quickly become obsolete since you may connect some hardware or install some program only once but your operating system is constantly trying to make sense of the commands on every system or program start.

2. Even if you run some registry cleaner to cleanout invalid, corrupt or obsolete entries, it’s only that the registry keys are being deleted. It does not mean that the size of the registry decreases since in the place of deleted entries holes or empty gaps are generated. This continues to decrease the system speed since the registry is loaded into the RAM at startup and hence eats up vital system resources.

3. The final reason for the occurrence of errors is the installation of dangerous files which often manipulate registry to hide their existence and hence eat vital system resources. These files are usually installed along with third party software as spyware or adware. Usually you agree for the installation of such programs by accepting the “terms and conditions” of a software installation and usage. Hence, before installing any software from net, you must read its “terms and conditions” to check as to whether it comes with a malware installation.

Some of the basic signs of an unhealthy registry are:

· Hidden malicious software such as spyware or adware inside the registry.

· Takes forever to start or shutdown your computer. Also high response time of installed programs.

· Frequent computer screen freezing. Your computer may also restart or shutdown unexpectedly.

· Popping of error messages on system startup. These error Popups are usually DLL errors or run time errors.

Chapter 2

4 Windows Registry Myths
A windows registry is the lifeblood of your computer. A computer’s registry is analogous to a file system which you might be using to store all your documents. Imagine what would happen if that file system is being lost?  Maybe you’ll get the duplicate copies of your documents but that will surely involve a lot of effort and hassle on your part. All software and hardware setting as well as all references to your system settings are stored in your registry. Registry is organized in a tree like structure for example Internet explorer settings are stored in two different locations which are computer specific and user specific. These locations are HKLM/SOFTWARE/Microsoft/Internet Explorer and HKCU/SOFTWARE/Microsoft/Internet Explorer respectively.
All changes to your computer are recorded in your registry. This involve both software and hardware changes. For example even if you download a small component like ActiveX from the net then the corresponding changes are recorded in the registry. Similarly adding a USB drive also changes your registry by updating it to the current system point. 
Expectedly, your registry is clean when your computer is brand new. This is because you have not used your computer extensively at this stage. However, as you start installing or uninstalling new softwares a lot of new files will be added or deleted from your system and these files will now have a record in the registry. This data will now be accumulated in the registry and a lot of it will be useless given the fact that certain files may be missing, removed, deleted or have become corrupt. All these errors can cumulatively slow down your system to a significant extent. Moreover certain third party softwares are also installed when you install legitimate software from the net. Such softwares are known as malware such as spyware or adware. These softwares can also use the registry to manipulate the system.
Registry is a very critical element of the windows system. A technical expertise is required in case you want to manually clean the registry without the help of any software. This approach is not recommended since an unintentional deletion here and there can cause a fatal system error and may render your system useless. Cleaning your registry in the right way will surely increase your system speed. Having said that, there are also certain myths related to registry cleaning. Four prominent ones are:
1. Full registry backup is sufficient to secure your system: Many PC users believe that Full registry backup is more than sufficient to stay out of any trouble. While Full registry backup is critical, it is not sufficient in itself for encountering any major error. What is required are both Full registry backup and undo registry changes. The reason as to why undo registry changes are also important is because in situations where you are experiencing a problem with only a single application, doing a full registry restore will surely solve the problem but at the cost of losing all the changes which you have made to your system since the last restore. If you have the “undo registry changes” then you will be able to isolate a single application and restore it without affecting other areas of your registry. Hence your problem will be fixed without losing any additional configuration changes.
2. Regular registry Cleaning is a must: This is another prevalent myth related to registry cleaning. Most windows users believe that registry cleaning should be done religiously on a daily basis. In case you have a relatively new computer and you are not a heavy user, then there is no need to clean your registry more than once a month. However, if you consider yourself to be a software junkie who frequently tries new software then you will do yourself a favor by cleaning your registry at least once a week. This is especially true for those who frequently try heavy softwares like audio/video softwares, video editing softwares, graphics softwares, new drivers, anti spyware softwares etc. Also in case you download additional fonts from the web then your system can do better with a regular scan. In case you have certain softwares which you find difficult to uninstall then you can do so alternatively by using a registry cleaner. Regular cleaning is also advisable for those who frequently try new hardware such as printers, USBs, modems, RAMs etc.
3. Registry cleaning and repairing is all that you need: Registry corruption is widely caused by unused and incorrect which often references to missing or moved locations. Cleaning of such garbage from your registry is imperative for proper functioning of your system. Computer registry is sop structured that once such garbage is being removed then holes and empty spaces are created in the registry spaces. Such holes might cause run time errors while your system is in operation. These holes and empty spaces also need to be removed for an efficient registry and hence compacting of registry is required which reduces its size by eliminating all the holes. Hence in addition to cleaning and repairing the registry, compacting of registry is also crucial to cause your computer to run faster and smoother.
4. All registry cleaners are built alike: Many PC users believe that all registry cleaner softwares are made the same and more problems it finds the better. This is simply not true. While it is an important factor as to how many errors a registry cleaner finds, a more important factor is as to how many errors are rectified after detection. There are basically two approaches to registry cleaning 
· Smart and Safe: In this approach the cleaner looks for all the invalid entries which are present in the registry. It carefully reviews every single entry and decides whether it is of any use or is present without any purpose. In case the cleaner is not sure about the usefulness of a particular entry then it will do even further research to find out the same. Hence, additional work is done by the cleaner to determine the usefulness of a particular registry key or entry. This type of cleaning is referred to as “smart and safe” cleaning since the cleaner does not reports any entry before doing additional search to determine its utility. This is a very safe approach since you can be sure that no important entry will be deleted unnecessarily. This type of cleaning results in a refined registry by reporting less errors and fine tuning the computer’s performance..
· Bulk and Deep: As the name suggests, this type of approach involves cleaning in bulk. What this basically means is that the registry cleaner will not do additional work to determine the utility of a particular registry key for which it is not sure and rather report it as a registry error. Obviously with this approach, there is a window for deletion of important registry keys which might harm the computer rather than enhancing its performance. As you can gauge, “Bulk and Deep” approach does a mediocre job fixing your registry and may in fact lead to more problems than those fixed. Obviously, using this approach, a registry cleaner will report greater number of errors. 
Hence, more errors found using a registry cleaner does not always equate to a better cleaner.
Chapter 3
How to manually clean the registry myself?
A computer registry consists of tens of thousands of references to various files located on your system. Registry is basically a set of protected data files which is saved in various locations on your hard drive. A registry is both large and complex and is not easily readable since the entries are made in computer language and has nothing to do with the name of the software or operation to which they are related.
Specialized softwares known as registry cleaners are available in the market which can read the registry keys and can compare them with the software and hardware related to your computer. In case it finds a mismatch or missing value then such entry is rendered as an error and is immediately deleted to increase the efficiency of your computer. Using a registry cleaner eliminates the need for manual cleaning of registry.
Windows does provide a registry editor which can be used to view and modify the registry entries without the use of any additional software. In the next section, we will see as to how you can access the registry editor.

A word of caution here, the entries which you see, using the registry editor, do not come with any descriptive file information. Moreover the name of the registry itself is cryptic and hence there is no way of knowing as to which entry references to which program or operation. Hence it is not possible to make any changes to the registry using the editor.
You must resist the temptation of doing trial and error experimentation using the registry editor. A single entry deletion here and there might render you operating system useless and you might have to reinstall the same. In case of a major critical deletion, your computer hardware may develop permanent or irreversible damages and you might have to replace your hardware. Clearly, you should never attempt to manually edit the registry using the editor unless you consider yourself technically well equipped to do so. Due to critical risk involved even Microsoft recommends using a registry cleaner to clean the registry rather than doing it manually.
Even advanced technical users, who consider themselves capable of making manual registry modifications, will surely find the registry editor impractical for making any informed changes. This is because the editor consists of tens of thousands of entries written in cryptic language with no detailed information related to any single entry. Under such conditions, locating the corresponding keys for any program or operation is almost impossible or at the very least, daunting or full of hassle. The purpose of providing the registry editor is for the modification of single entries rather than for extensive registry maintenance or modifications. Always back up the registry first in case you want to make any modifications using the registry editor.
Chapter 4
How to do Windows Registry Backup and Recovery ?
In this chapter we are going to see as to how you can backup and recover your Windows XP registry. Follow the steps below and make sure you follow them in the sequence mentioned without hoping from one to other in a random fashion.
Step 1

Log on to the computer as yourself.

Click Start > Run.

Type ntbackup and then click OK. The “Backup or Restore Wizard” window appears.
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Step 2

Click Advanced Mode.

The Backup Utility window appears.
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Step 3

Click Backup Wizard.

The “Welcome to the Backup Wizard” window appears.
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Step 4

Click Next. Click the Only back up the System State data radio button.
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Step 5

Click Next. The “Backup Type, Destination, and Name” window appears.
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Step 6

Click Browse. If you are asked to insert a disk into the floppy disk drive, click Cancel. The “Save As” dialog box appears.
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Step 7

Click the My Documents icon on the left side of the “Save As” dialog box. Click Save. The “Backup Type, Destination, and Name” window re-appears.
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Step 8

Click Next. 

The “Completing the Backup Wizard”
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Step 9
Click Advanced. 

The “Type Of Backup” window appears.
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The default backup type is “Normal”. If available, make sure that “Backup Migrated Remote Storage Data” is not checked.
Step 10
Click Next.
The “How To Backup” window appears.
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Step 11
Click the Verify Data After Backup check box, and then click Next.
The “Backup Options” window appears.
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Step 12
Click Replace the existing backups, and then click Next.

The “When to Back Up” window appears.
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Step 13
At the “When To Back Up” window, click Now and then click Next. The “Completing the Backup Wizard” window appears.
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Step 14

Click Finish. The “Backup Progress” window appears.
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The “Backup Progress” window indicates that the backup is complete.
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Step 15
Click Report. The Notepad application window appears containing the report.
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Close Notepad.
In the Backup Progress dialog box, click Close.

Close the Backup Utility.
Now the backup of your registry has been successfully created.
Step 16
Click Start > Run….
Type regedit in the “open:” field. The Registry Editor window appears.

[image: image17.jpg]Fle Edt Vew Favortes el

= 18 My Computer Name T Type
{2 HKEY_CLASSES_ROOT (@8] (pefaut) REG_SZ

B JHCEY CURRENT L

{0 HKEY_LOCAL_MACHINE

{20 HKEY_USERS

{2 HKEY_CURRENT_CONFIG

[ et I
(valus not set)

[y Computer{HKEY_CURRENT_USER





Step 17
Expand the HKEY_CURRENT_USER Registry Key.
Expand the Control Panel Registry Key.
Expand the PowerCfg Registry Key
Right-Click the Screen Saver.Stars Registry Key
Click Delete
Click File > Exit in the Registry Editor window.
Browse to the “My Documents” folder and locate the “backup.bkf” file.
Double-click the backup file to bring up the Backup Utility Wizard.
Click Next.
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Step 18
Click the Restore files and settings radio button and then click Next. 

The “What to Restore” window appears.
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Step 19
Expand the file. Expand the backup.bkf file.
Click the System State check box.
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Step 20
Click Next. The “Completing the Backup or Restore Wizard” window appears.
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Step 21
Click Advanced. The “Where to Restore” window appears.
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Step 22
The default restoration location is “Original location”.
Click Next.
The “Restoring System State will always overwrite current System State unless restoring to an alternate location.” Warning window appears.
Click OK.
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Step 23
Click the Replace existing files if they are older than the backup files radio button.
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Step 24
Click Next.
The “Advanced Restore Options” window appears
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Be sure that all three check boxes are selected, and then click Next.
Click Finish.
The system recovery begins by copying the files back to the computer.
When prompted to restart the computer, click Yes. The computer will restart.

Step 25
Click start > Run….
Type regedit in the “Open:” field.
Click OK.
You should see the “Screen Saver.Stars” Registry key in the Registry Editor application window.
Click File > Exit.

This step confirms that your backup has been successfully recovered.
